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ileMaker Server offers many features that make it the true cornerstone of a
secure and stable solution deployment, and chief among them is the ability
to perform and validate backups.

Back in 2004 FileMaker® Server 7 introduced a new “live backup”
mechanism that significantly reduced the impact on the connected users. In
FileMaker® Server 12 that mechanism is fine-tuned to back up only those files
whose data were modified since the last backup, while keeping the whole solution
file set intact for each backup.

In addition FileMaker Server 12 introduces a completely new backup
mechanism that only backs up changed data and rolls it into a full backup set so that
you will always have a set of files that is no older than a specified interval.

Note the emphasis that we placed on “files” for the enhancements to the
regular backup feature and to “data” for the new progressive backup feature. That
distinction will become clear further on in this document.

Changes to the regular backup Mechanism

Since FileMaker Server 7 the regular backup schedule that is available
through the Admin Console worked as follows:

- At the start of the schedule it starts copying the files over to
their backup location, without interrupting the user’s connections to the files.
The users can continue to make any and all changes to the files that their
privileges allow.

- At the very end of the backup, FileMaker Server briefly pauses
the client’s connections to the file so that it can write the changes to the
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backed up files that were made to the live files since the beginning of the
backup schedule.

The process is designed to minimize the time that the users are unable to
write changes to the files during a backup. At the end of the process you have a full
copy of each of the files in the backup process.

If your solution is big and you take many backups during the day, then this
can eat up a lot of disk space, and it can cause performance degradation to the
server while the backup happens.

FileMaker Server 12 addresses this issue. During each regular backup (the
backups that you see in the schedules list - see Figure 1), FileMaker Server will now
make a copy only of the files that were changed since the last backup. Files that
were not changed since the last backup do NOT get copied but are hard-linked to the
new backup set. The overall result is that each backup set contains all your files but
the act of backing up is faster and also use less hard disk space if you have files with
data that did not change since the last backup.
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Figure 1 - regular backups in the Schedules list

“Hard links” are at the core of the modified backup behavior. Hard links are a
feature of the OS file system (NTFS on Windows, HFS+ on OS X) that allows one
physical file, occupying some hard disk real estate, to appear in different folders not
as a shortcut or an alias, but as if it were a real file. The difference is important,
because a hard link allows for all file-level operations like copying, moving and

deleting the file and adding it to an archive such as a zip file. A shortcut just lets you
open the file.
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Figure 2 - hard linked files in Windows!
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Figure 3 - hard linked files in 0S X

It is fair to say that in both OS X and Windows all files as they appear in the
Finder and Windows Explorer really are hard links. Each file’s data on the hard
disk is represented by at least one file name in a folder, and that’s a hard link.

Using hard links avoids duplicate files’ occupying a lot of hard disk space. In
particular when it comes to FileMaker Server 12 backups, it speeds up the backup

1 The “0101010101” in the screenshot denotes the binary data on the hard disk.
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process by not having to find and occupy hard disk real estate for data that has not
changed.

So how can you tell if a file as you see it in Finder or Windows Explorer is
really one of potentially multiple hard links?

On OS X you can see the number of hard links from the terminal: navigate to
the folder where the file is and type in
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Figure 4 - showing the number of hard links in 0OS X

The number indicated in Figure 4 shows the number of hard links for that
particular file. In this case there are 10, meaning that the file that we are backing up
has not changed in the last 10 backups.?

On Windows you also need to use the command line interface to check the
hard links. The command to use is:

fsutil hardlink list <the full path and name of the file to
check>

2 Note that the number that shows next to a directory/folder entry - the ones that start with
a “d” as the very first character on the line is not the number of hard links but the number of
files in that folder.

ackups/everylBminut
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[+] Administrator: Command Prompt

IC:\Users\Administrator>fsutil hardlink list "C:\Program Files\FileMaker\FileMake

r Server\Data\Backups\everylBminutes_2011-12-28_1442\Datahases\Sample\FMServer_S
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Figure 5 - showing the hard links on Windows

This command will show you a list of all hard links that the OS has for this

particular file. In this case there are two hard links pointing to the same bit of hard
disk data.

FileMaker Server 12 will also log an event with ID 758 in its event log
whenever it creates a hard link during the backup process (Figure 6).
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Figure 6 - FileMaker Server 12 logs the creation of a hard link

Some implications...

So what happens really if you open up and modify one of the two hard linked
files listed in Figure 57 What happens if you copy, move or delete one of the files?

First off, do not move the file. Always make a copy and use that copy.

If you open a backed up file directly from its backup folder and in any way try
to modify it you will see the following warning if the file is hard linked to any other
backup set. The same dialog will appear if your opening script tries to edit or create
records and you don’t have “set error capture” on in the script.3 If you've moved a
file from a backup location to the FileMaker Server live folder then FileMaker Server
will log a similar warning in the event log and will open the file in read-only mode.

The logged event (ID 771) will say “Opened database "xyz" read only because
it has multiple hard links and may be a FileMaker Server backup file. You must make
a copy of the file and open the copy to make changes.”.

3 If you do have “set error capture on” in your opening script it will silently generate an
error #6 for each data edit.
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Figure 7 - warning when trying to modify a backup file that is hard linked.
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FileMaker protects the integrity of your backups, because if you could change
this file, you would in effect have changed the same file in every backup where it has
a hard link.

As you can see in Figure 7, the warning tells you to create a copy before
making any changes. If you copy a hard link file to a new folder, the operating
system will duplicate the file on the hard disk so that it is not hard linked anymore.
It is then safe to modify the copied file without your changes affecting any of your
existing backup sets.

Note that you will not get this warning if the backed up file had been changed
between backups, because then you have a fresh copy of the file, not a hard link to
an existing file. As a general rule* of best practice though, always copy the backed up
file to somewhere else before opening it up, whether it is hard linked or not. This is
the only way you can absolutely preserve the integrity of your backup.

Moving a hard linked file backup file however is not safe. Do not move these
files at all. Always make a copy and then move that copy. Moving the file only
updates the hard link but does not create a new copy of it. If you move a backup file

4 See http://fmforums.com/forum/blog/13/entry-91-Back-me-up-don’t-take-me-out-are-
you-never-gonna-do-that/
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and then edit it, all hard linked files in all backup sets will have been edited but you
will not get a warning like the one in Figure 7.

Deleting a file with hard links merely decreases the hard link count, it does
not delete the underlying file until the file path and name that you are deleting is the
last entry in the list of paths referring to that bit of hard disk space.

Note that the same applies to any Remote Container data from your
containers. Remote Containers is a new feature of FileMaker Pro 12 that stores the
content of the containers on FileMaker Server, outside of the FileMaker files. It is
something you enable on the “storage” tab of the container field options (Figure 8).

Options for Field “Progress Bar Color Repository”

{ Auto-Enter = Validation Furigana |

Clobal Storage

A field that uses global storage contaig§ only one value that is shared
across all records. A global field capfalso be used as a temporary storage
location (for example, in scripts).

| Use global storage (onegdalue for all records)

Repeating

Maximum numbeggof repetitions: 5
Container

(M Store container data externally

a

relative to: | [hosted location]/Files/FMServer_Sample/ s

(*) Secure storage
(_) Open storage: "Projects/Progress Bar Color Repository/"

Specify...

Cancel | OK

Figure 8 - Remote container feature

With this feature enabled you will see some new folders on FileMaker Server,
all prefixed with “RC_" which is where the container data is stored. (Figure 9).
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Figure 9 - Remote container folders on FileMaker Server

Those folders are backed up by the regular backup schedules. Container data
that is not changed from one backup to the next is hard linked to the last backup in
the same way as the FileMaker files are.

If you have FileMaker solutions with a lot of embedded container data, then
you will benefit a lot from this new behavior. Since the container is now stored
outside the FileMaker file itself, none of it will be backed up if it wasn’t changed.
Additionally, the file size is now much smaller if you use remote containers instead
of embedded images.

Finally, there is one more important fact about hard links as used by
FileMaker Server: only files that belong to the same backup schedule are hard linked
to each other. If the same file is part of different backups then there will never be a
hard link to that file from the different schedules.

Other Changes

In the backup schedule you can specify how many backups you want to keep.
In order to do this FileMaker Server puts each backup in a date and time stamped
folder. If you use shell scripts, batch files or VBscripts/Applescripts to zip a backup
set, this functionality can make it hard to locate the most recent backup set.

FileMaker Server 12 now lets us specify “0” as the number of backup sets to
keep (Figure 10) and this puts the backup in a folder that is not date & time
stamped.
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Figure 10 - keeping 0 backup sets

Figure 11 below shows the result of a backup scheduled with the keep
property set to zero:

(] Backups
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(] Documentation 3 [ Daily_2012-01-08_2300 3
(] Documents 3 [ everylOminutes_2012-01-09_1050
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| FMS Read Me (ltalian).pdf [ everylOminutes_2012-01-09_1200 *~
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[ Library sl || every10minutes_noDateTimeStamp =
[ Logs S

(] web Publishing 8

Figure 11 - a backup to a folder that is not date/time stamped
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The command line interface has also been updated to allow the backup
command to also use “0 backups” and avoid the date and time stamp on the backup
folder. Running the schedule again will of course overwrite the existing backup.

The following command will result in a backup of all hosted files to a folder
named “Databases” in the default backup folder (Figure 12). Note that we used the
option to skip the date and time stamp on the folder. If we run the command again,
we will overwrite the backup in that folder.

fmsadmin backup -k ©

[ Databases

= Il mi] (3 ) (@] (8] Q
|1 Admin I || Backups > || Daily_2012-01-02_2300 [  changeTester.fmpl2
|1 Common I || Caches I || Daily_2012-01-03_2300 [ || RC_Data_FMs
|| CStore I || Databases [ || Daily_2012-01-04_2300 [ || Sample
|| Data > || Documents [ || Daily_2012-01-05_2300 [ ] test
|| Database Server I |1 Scripts [ || Daily_2012-01-06_2300 [
|z Desktop || Streaming [ || Daily_2012-01-07_2300 [
|| Documentation I || Daily_2012-01-08_2300 [
|| Documents - — ]
|| Examples I || everylOminutes_2012-01-09_1100
% FMS Ackno...ments.pdf || everylOminutes_2012-01-09_1110
% FMS License.pdf || everylOminutes_2012-01-09_1120
% FMS Read...English).pdf || everylOminutes_2012-01-09_1130
% FMS Read...(French).pdf || everylOminutes_2012-01-09_1140
% FMS Read...erman).pdf || everylOminutes_2012-01-09_1150 ~
% FMS Read Me (Italian).pdf || everylOminutes_2012-01-09_1200
% FMS Read...panese).pdf || everylOminutes_2012-01-09_1210
% FMS Read...wedish).pdf || everylOminutes_2012-01-09_1240
& Library || everylOminutes_2012-01-09_1250
|l Logs I || everylOminutes_noDateTimeStamp ©

|1 Web Publishing I

Figure 12 - the result of a backup run from the command line, using the "keep 0 backups” option
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The new Progressive backup mechanism

FileMaker Server 12 introduces a brand new backup feature to complement
the two existing mechanisms, and it is called “progressive backups”. It is available
from the Folders tab on the Database Server configuration area of the Admin
Console.

d & o B & &

(=

Configuration: Database Server

FileMaker Server Overview

v &y Administration | FileMaker Clients = Databases = Security m Logging = Server Plug-Ins |

Clients

Databases

Schedules Additional Database Folders

Statistics FileMaker Server automatically hosts the databases that are in the default database folder.
Log Viewer

Default Folder: filemac:/Macintosh HD/Library/FileMaker Server/Data/Databases /
v 33 Configuration

General Settings En=bieCiiat SETE
Administrator Groups O

Database Server|

Web Publishing &)

ODBC/JDBC Path Example (path must end with a slash): filemac:/volumeName/folderName/

Backup Folder

FileMaker Server uses this folder as the default backup destination when a Back Up Databases schedule

is created.
Path: filemac:/Macintosh HD/Library/FileMaker Server/Data/Backups/ Restore
Status:  Valid path Validate

Progressive Backup Folder

With progressive backup, FileMaker Server creates backup files more frequently because less data is
Related Tasks copied in each backup.

Enable FileMaker Server Auto Start 0 ™ Enable progressive backups Save interval: 5|3/ minutes
Update Admin Console password 0 Path: filemac:/Macintosh HD/FMS12_progressiveBackups/ Restore
View or disconnect clients 0 Status:  Valid path Validate

Figure 13 - the new Progressive Backup feature

With this feature toggled on, FileMaker Server will keep track of all the
changes that are made to any of the files on your server and at the specified interval
use that change log to update a backup so that you will always have a backup that is
as recent as that interval.

To maximize the availability of that “rolling” or “incremental” backup,
FileMaker Server actually starts off with two full backups and leapfrogs the changes
into one of the two backups. That means that at any time after FileMaker Server
applies the change log to the backup you will have a backup as of that moment and
one that is as old as the interval (5 minutes in case of Figure 13). Figure 14 shows
the two date and time-stamped backups available in the progressive backup folder.
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1% Computer
&, Local Disk (C:)  Changes_F1S
|| inetpub .. IncrementalBackup_2011-12-29_1713
| PerfLogs . IncrementalBackup_2011-12-29_1708
. Program Files .. Copies_FMS
J Program Files (x86) .. Removed_by_FMS
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, Changes_FMS
, Copies_FMS
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=l : (23] Applications " (] Changes_FMS
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— (] IncrementalBackup_2012-01-02_1004
(@] Library " (] Removed_by_FMS
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Figure 14 - the two backup sets in the progressive backup folder

Note the wording on this screenshot (Figure 15)

Progressive Backup Folder

With progressive backup, FileMaker Server creates backup files more frequently becauseis
copied in each backup.

(M Enable progressive backups Save interval: 5 \;I minutes
Path: filemac:/Macintosh HD/FMS12_progressiveBackups/ Restore
Status: Valid path Validate

Figure 15 - wording on the Progressive Backup feature

“Less Data” does not mean that the backup size will be smaller. It means that
in the act of backing up, less data are transferred to the backup set than with the
regular backup schedules. The progressive backup feature actually keeps two full
backup sets and typically will be bigger than a regular backup set that contains hard
linked files. What it does mean is that the time it takes to back up is significantly
faster since it only backs up the actual changes that were made.
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FileMaker Server does not keep a history of changes over time. It collects the
changes during the interval, applies them to the backup when the interval elapses
and then starts all over again.

Some implications

Unlike regular backups, with the progressive backup:

- You can not specify a start and end time

- You cannot target just some of your files. It is a server-wide
setting that applies to all the hosted files on that server

The folder that you specify:

- Has to be outside the normal FileMaker Server folder
structure. You cannot for instance pick the regular FileMaker Server backup
folder.

- On OS X you will need to make sure that user “fmsadmin” of
group “fmserver” has read, write and execute privileges to the folder that you
specify before enabling the feature (see Figure 16). Without those privileges,
you will not be able to validate the path. If you are unsure what privileges to
apply then check those on the regular FileMaker Server backup folder and set
the same privileges on your progressive backup folder.

[25] Applications " ] Changes_FMS '
(7] Developer ' (] Copies_FMS '
= FMS 12 Installer Log || IncrementalBackup_2012-01-02_1009 !
|| FMS12_progressiveBackups P ] IncrementalBackup_2012-01-02_1014
(@] Library " ] Removed_by_FMS '
(28] System '

l».] User Guides And Information

[&] Users

e OO (] FMS12_progressiveBackups — bash — 80x24

iveBackups wimdecorte$ pwd

reBackups wimdecorte$ ls -al

P o)

8 fmserver fmsadmin 272 Jan 2 168:89 .

Figure 16 - necessary privileges on the progressive backup folder

- Make absolutely sure that nothing touches the progressive
backup folder or its subfolders. So no OS file sharing, virus scan, indexing or
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the like. If you have set virus scanning exclusions by file type and not by
folder then make sure to exclude the new file extensions *.fxl and *.fxz.

The interval is set by default to 5 minutes. You can set to anything between 1
minute and 60 as appropriate but be aware that there is definite performance issue
on a busy server with many files. The ideal interval is something that you need to
decide on taking into effect the business requirements and the effect on the
performance.

To increase the stability of FileMaker Server 12, the progressive backup
functionality runs completely in its own process so that it can be started, stopped
and restarted without affecting any other part of FileMaker Server.

Conclusion

To recap, in FileMaker Server 12 we now have three different backup
mechanisms available to us:

- The “old style” pre-FileMaker Server 7 mechanism of pausing-
copying-resuming the files. This is not available through the Admin Console
but can be done as before through the fmsadmin command line in a Windows
batch file or an OS X shell script.

- The live backup mechanism introduced with FileMaker Server
7 and enhanced in this new version to only backup changed files (note that
we are saying “files” and not data. Even if a single character in a single field
in a single record changes, the whole file will be backed up).

- The brand new incremental backup option that will backup
only actual data changes and roll them into a backup copy of your solution so
that the backup is never older than the interval you set.

A good Disaster Recovery strategy will consist of a combination of all three
features or at the very least a combination of regular backups and progressive
backups. We do not recommend using just progressive backups as the only backup
mechanism.
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Backups

Overall, backups in FileMaker Server 12 promise to be faster and offer a new
valuable option to reduce down time and data loss when you need to restore from a
backup.
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